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© 000 «KPUNTO-MNPO>», 2000-2021. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoguMT B KOMMAEKT noctaeku nporpammuoro obecnederus CK3W Kpuntollpo CSP Bepcun 5.0 R2 KC1,
Ha Hero pacnpoCTPaHSIOTCS BCE YCNOBUS JINLEH3NOHHOIO coratueHns. bes cneymanbHOro NMCbMEHHOro paspeLueHuns
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.

Crpatunua 2 uns 17



MKTA.00101-02 92 03. Kpuntollpo CSP. MHcTpykuus no ucnonssoeanuo CK3W nog ynpasnennem OC Android

Copep>xaHue

CNnCoK COKPALLEHUI . . . . . . . . . o e 4
1 Wuctannauusa CK3W Kpuntollpo CSP . . . . . . . . . . . . . 5
2 Wurtepdpeiic CK3U Kpuntollpo CSP . . . . . . . . . . 5
2.1 [octyn k koHTponbHoii naHenn CK3W . . . . . . . . . .. .. 5
2.2 BBopf CepuiiHOrO HOMEPA JIMLEH3MM . . .« o o v v ot ot e et e e e e e e 5
2.3 VYnpaBneHne KJIOYEBLIMU HOCUTENSIMUA U XXYPHAJIMPOBAHUEM . . . . . . o . o o o v e e e 8
2.4 TIpoBepKa LEMOCTHOCTU . .+« v v v v i e e e e e e e e e e 9
2.5 T[lanens ynpasnenust Kpuntollpo CSP . . . . . . . . . . . . . 10
2.5.1 Co3paHune KMOYEBOrO KOHTEMHEPA . . . .« v v v v it et e e e e 11

2.5.2 KonnpoBaHMe KMOHEBOrO KOHTEMHEPA . . . . .« . o o v ot i i et e e e 13

2.5.3  VpaneHue KIKYEBOTO KOHTEMHEPA . . . v . o v v v v e i e e e e e e e e e e 14

2.5.4 Co3spaHue LENOYKN CEPTUMPUKATOB . . . . o o v v v vt it e e e e 15

2.5.5 VYcraHoBka cepTUdUKaTa B KOHTEMHED . . . . .« . o v v i i i e s e e e 16

2.5.6  VcraHoBKa CepTUdMKATA B XPAHWINLLE . . . . . o o oo o e e e e 17

Crpatunua 3 un3 17



MKTA.00101-02 92 03. Kpuntollpo CSP. MHcTpykuus no ucnonssoeanuo CK3W nog ynpasnennem OC Android

Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymnsi  [pucsoeHne onpepeneHHbix aTpubytoB (agpeca, HOMepa KtOYa, MPaB MCMOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyrolein LoKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOLMNIA MPUHAANEKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

CoK Cpesa pyHKUMOHMPOBAHUSI KOMMIEKCA

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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1 WucTtannsauyna CK3UMN Kpuntollpo CSP

Nuctannaums, gpeunctannsums u obHosnenne CK3WM Kpuntollpo CSP nog ynpasnedunem OC Android
MPOU3BOAMTCA B COCTaBe MPUKIAZHOW nporpammel, paspabotanHoii ¢ npumeneHuem CK3W, nubo ¢ nomoubto
AMCTpubyTMBA, NONYYEHHOrO MO [JOBepeHHOMY KaHany. [lpy 3Tux geiicTBMSIX ClefyeT PyKOBOACTBOBATLCA
OOKYMEHTaUMeR OT NpoM3BOLUTENS NPUKIagHON nporpaMmMbl unu paspaboryuuka CK3U.

Mpu ycraHoske nporpammuoro obecnedennss CK3U Kpuntollpo CSP Heobxoaumo cobniogaTe TpebosaHus,
ykazaHHble B gokymeHTax « XTHAN.00101-02 95 01. Kpuntollpo CSP. Mpaeuna nons3osanus» n « XKTAN.00101-02
91 11. Kpuntollpo CSP. PykosoacTeo agMmuHucTpatopa besonacHoctu. Android».

2 WNntepdeiic CK3N Kpuntollpo CSP

[aHHbI pasgen sBASIETCS WHCTPYKLUMER MO MCMOIb30BaHNIO KOHTPOIbHONM naHenn (navenu HacTpoiiku) CK3U
Kpuntollpo CSP nog ynpaeneiunem OC Android.

2.1 [doctyn k koHTponbHoW naHenn CK3U

Manens Hactpoiiku Kpuntollpo CSP goctynHa u3 npuknagHoii nporpammebl, paspaboTtaHHoii Ha baze CK3U
WA U3 FIaBHOTO MEHIO YCTPOCTBa. B nepBom criydae mMeTog BbI30Ba KOHTPOJILHON NaHesn onpegensietT paspaboTymk
NPUKAagHOV NPOrpaMMbl.

KonTponbHas navens CK3W Kpuntollpo CSP coaepxut cneaytowine Bknagku:
e Jluuensna

e Hacrpoiiku

e LlenocTtHocTb

Bknagka JlnueHsusa npeagHasHadeHa asis npocMoTpa uHdpopmauunm o eepcum ycTtavosseHHoro MO CK3U
Kpuntollpo CSP, nHcopmaunm o nuueHsnm n BBoga HOBOTO CepumiiHoro Homepa (nogpobvee cm. Beog cepuiitoro
HOMepa JnueH3nn).

Bknagka HacTpoiiku npegHa3sHaveHa gsi ynpasiaeHust KAOYeBbIMN HOCUTesiMU 1 xxypHanuposaHuem 8 CK3.

Bknagka LlenoctHocTb nossosisieT npoBepuTb LEJOCTHOCTL MPUJIOKEHUSI U COLEPXKMUT MHopMaumo ob
ncnonb3yembix bubamortekax kpunTonposaiigepa.

2.2 Bsop cepuniiHOro HomMepa JNLEH3NN

Mpu yctaHoeke nporpammHoro obecnevennsi Kpuntollpo CSP nog ynpaenedunem OC Android 6e3s BBoga
JIMLEH3MU MOJIb30BATENIO NPEAOCTABNSETCS IMLEH3NS C OFPaHUYEHHBIM CPOKOM feiicTeus. [ns ucnonssosatus CK3U
MNOC/IE OKOHYAHUS 3TOFO CPOKa HEOOXOANMO NPMODPECTy NNLEH3NIO Y OpraHn3auynn-pa3paboTymnka nan opraHn3aumu,
MMEIOLLER NMpaBa pacnpoCTpaHeHUst NMPOLYKTa.

Cywecteyet gBa cnocoba nuuensuposarus CK3W Kpuntollpo CSP gns Android:

1) JlnueHsnsi Ha NPUIOKEHUE — MPOU3BOANTENL MPUJIOXKEHNS MOCTABSIET €r0 BMECTE C JIMLEH3NeR Ha
Kpuntollpo CSP. Beog nnueH3un nons3osateseM He Tpebyetcs.

2) BBog /MUEH3MN MONB30BATENEM HEPES KOHTPOJIbHYIO MaHEb.

[nst BBOAA HOMEpA NINLEH3MN Yepe3 KOHTPOJIbHYIO MaHesb OTKPoiiTe BKAaAKy JIMLEH3NSA 1 HaXKMUTE KHOMKY
BeecTu HOBYIO NnMuUEH3MI0. B OTKpbIBLIEMCS AMAaNOroBOM OKHe BBEAUTE 25-3HaUHbINi HOMEP NINLIEH3NUN U HAXKMUTE
kHonky OK (cm. puc. 1).
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18:35 Sl il @84
(& KpunTolpo CSP :
JIMLEH3MA HACTPOVIKWN LEENIOCTHOCTb

KpunTonposaiiaep Kpuntolpo Android CSP

Bepcusa: 5.0.39845
CepuiiHbIin HoMep: 4040E-***++**XQG
[aTa nepBoi yctaHoBKM: 25.06.18

OcTanocb gHeu: 94

BBectn HOBYIO JIMLIEH3UIO...

BBeauTe HOBbIN HOMEP:

OTmeHa

Caiit komnaHum Kpuntollpo

MopTan TexHMYecKom NoAAEPIKKMN

© KpunTo-Tpo, 2013-2018, Bce npaBa 3alyuLyeHbl

Pucyrok 1. Beog cepuiiHoro Homepa nuueHsnm

Mocne BBOAa HOBOrO CEpUIIHOO HOMEPA TEKYLLAs IMLEH3UST 3aMEHUTCS Ha HOBYto. B cnyyae, ecsin 6b11 ykasaH
HeBepHbI/i HOMep nnueH3un, byaeT BbigaHa ownbka (cm. puc. 2).
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BHumaHume!

Oww6ka npu BBOAE HOMEpa
NNLEH3NN.

PucyHok 2. Owunbka npn BBOLE HEKOPPEKTHOrO HOMEpPA JULEH3UN
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2.3 VYnpaBnieHne KNOYEBLIMU HOCUTENSIMU N XKYPHAJIMPOBAHUEM

YnpaBneHue KNOYEBLIMI HOCUTENSIMI U XKYPHATINPOBAHNEM OCYLLEECTBISIETCS C NOMOLLbIO BKIaakn HacTpoiiku
koHTponbHoit navenun CK3WU (cm. puc. 3).

ﬂ'ﬂﬂ TOro, 4TOOBI YKa3aTb TUN TEKYLLEro oTaenAaemMoro KJao4eBsoro HoCnTens, HeO6XO,D,VIMO YKa3aTb ,D,aHHbIVI TAN
HOCUTENA B BbiMNagaloOWEM MEHKO <<TeKy|.|.|,|/||7| OT,D,eJ'IﬂeMbIVI KJNOYEBOW HOCUTENDL Y.

[ns ycTaHOBKM YPOBHS >XypHaNMpoBaHuUs COBbITUIA KpunTonpoBsaligepa HEObX0AMMO yKa3aTb B BbINaAatoLLEM
MeHto «YposeHb noruposatust (CSP)» opHo u3 3HaveHunii — Easy, Medium, Hard.

Takxe c nomouwblo BkAaakm HacTpolikm BO3MOXHO yKasaTb AOCTYMHbIE TWMbl XPaHWIWLL, YCTaHOBUB
donar HanpoTWB COOTBETCTBYIOWLEHA 3anucu, W OTKIOYUTL NPEAYNPEXAEHUS!, BbIBOASILLMECS MOJb30BATENO NpW
ncnonb3sosanun karodeii M FTOCT P 34.10-2001.

i18:37} il il (I8 84

L]

@ Kpuntollpo CSP x

JIMLEH3MA HACTPOVIKWN LEIOCTHOCTb
I

TeKyLMn OTAENAEMbIN KNHOYEBON HOCUTENb:

Rutoken 4
YpoBeHb norvposanus (CSP):
Easy 4

OTKNOUNTL NpefynpexaeHne 06 UCMoNb30BaHMM
rOCT 34.10-2001

JocTynHble TUnbl XpaHUuLL,

Activ Rutoken Lite SD 1
Aktiv Rutoken ECP BT 2
Aktiv Rutoken ECP BT 1
Aktiv Rutoken ECP 1

HDIMAGE

Aktiv Rutoken ECP 2

PucyHok 3. Bknagka HacTtpoiiku konTponsHoii naHenn Kpuntollpo CSP
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2.4 T[lpoBepka LENOCTHOCTMN

Kontpone uenoctHoctn CK3W  Kpuntollpo CSP  nop ynpaenenmem OC Android ocywectensercs
aBTOMATWNYECKU KaXKAablli pa3 npu 3anycke MNpuioeHusi. Pe3ynbTaTbl NpoBepKy LENOCTHOCTM, a TakXKe MNepeyeHb
KOHTPOJIMPYEMbIX BUBINOTEK KPUNTOMPOBaiAepa U COOTBETCTBYIOLME 3HAYEHUsST X3W-DYHKLUN NPeACcTaBfieHbl Ha
Bknagke LlenoctHocTb (cm. puc. 4).

[ns pydHoro 3anycka npouecca NpoBeEpPKM LIENOCTHOCTU nepeligute Ha Bkaagky LlenocTHocTb u HaxkmuTe
kHonky MNMpoBepuTb. o okoHYaHMIO NPOBEPKU pe3ynbTaT DyneT oToDpaXkeH BO BKJAAKE.

18:38 Sul ol (= 83
@ Kpuntollpo CSP :
JLIEH3US HACTPOVKYU LIENIOCTHOCTb
I

[ata nposepku:  25.06.18 18:35

CTaTyc NpOBEepKM: BbINOJIHEHA YCMELIHO

BuénuoTeku KpuntonpoBanaepa

1. libsupport.so

Xaw (FTOCT P 34.11-2012, 256 6uT):
034F17BF005128551E3384DC69374A4C014880C
4F953A6E2A68D35E2C89FDDIE

2. libcspjni.so

Xaw (FTOCT P 34.11-2012, 256 6uT):
8F60D3E91CDFCA378B74CAB594F1F69D8B058C
0056C8435C0F8B9899C377061D

3. librtpcsc.so

Xaw (FTOCT P 34.11-2012, 256 6uT):
7FB7E8E770441E401213DCOCE2DC177B2B93242
A3DS5SE33BAB2963396C6EB5938

Xaw APK (FOCT P 34.11-2012, 256 6uT):
FOC6F5A447D9DD897E97C1BCFCA4C14D3C37C37D8A

D3EA89CEDB294AFA8949C1

Pucynok 4. Bknagka LlenoctHocTb koHTposibHol navenu Kpuntollpo CSP
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2.5 TManenb ynpasnenna Kpuntollpo CSP

[ns nepexopa B navenb ynpasneHns CK3W Kpuntollpo CSP HaxkmuTe Ha KHOMKY C B BEPXHEM MPaBOM Yriy
n BbibepuTe B Boinagatowem merto «[Mavens ynpasnennsi». Otkpoercs Manens ynpasnenuns Kpuntollpo CSP(cm.
puc. 5).

Manens ynpasnernnsa Kpuntollpo CSP conepxut nHdopmaumio o KtoHeBbIX KOHTelHepax n cepTudmkaTax,
ynopsigodeHHbix no 4 xpaHuanwam: Jlndtele, MNpomexytounbie V0|, Kophesble YL n AgpecaTtbl. Haxmute Ha
cepTudmkat AN NPocMoTpa NHAOPMALNMN O HEM.

18:48 Lal sl il (w80 18:44 La ai (w82

@ Manenb YnpaeneHus @ Manenb YnpaeneHus

nms BSIALESEL,

JInyuble (2)

cont1 SN=User1, L=Moscow, CN=cont...

MaLusi 0 cepTudukaTte

Tun xpanunuwa: HDIMAGE

CepuitHbiit Homep: DE75D8BD

Bnapgeney;: SN=User1, L=Moscow, CN=cont1,
C=RU, O=CryptoPro

UspaTensb: SN=User1, L=Moscow, CN=cont1,
C=RU, O=CryptoPro

JelicTButeneH c: 25 nioHa 2018 18:48:17

CkonupoBaTb KHOYEBOWN KOHTENHEP
JeicTButeneH no: 25 nioxsa 2019 18:48:17

CospaTb K/IH04EBOMN KOHTENHEp
Anroputm kntova: FOCT P 34.10-2012 (512)

YcTaHoBUTb cepTudukart (MpomexxyTouHble YL1)

cont2 SN=User, CN=cont2, C=RU, O=A...

MpomexyTouHble YL (0)
KopHesble YL (18)

YcTaHoBUTb cepTudmkat (KopHeBbie YLI)

YcTaHoBUTb cepTudukat (AgpecaTbl)

Appecartbi (0)

PucyHok 5. MNanenb ynpaenenus Kpuntollpo CSP

ﬂ'ﬂﬂ Bbl30Bad KOHTEKCTHOI0O MEHIO HaXXMUTE KHOMKY 0, aanee Bbl6epI/ITe HeO6XO}J,I/IMO€ AeVICTBI/Ie.

C nomouwbto Manenun ynpasnenna Kpuntollpo CSP Bo3aMoxHbI cnegytowne aeiicteus:

® KOMUPOBaHWE KIOHEBOrO KOHTEHEPA;

® CO3JaHueE KJIKOHYEBOro KOHTeliHepa;

e ycTaHoBKa cepTudpnkata B xpanunuwe (Mpomexytounsie VL, Kopresbie VL, Agpecats).
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2.5.1 Co3paHue K1HOYEBOro KOHTelHepa

[ns cospgaHus KKOYEBOrO KOHTeliHepa B KOHTEKCTHOM MeHto [laHenu ynpaenenusi Boibepute Co3paTbh
kntoyeBoit koHTeliHep. Otkpoetcs okHo «Co3paHme KNOYEBOrO KoHTelHepa» (cm. puc. 6). 3anonnute nons
Ha Bknagke KoHTeliHep, yka3aB Tun uM UMsl KOHTEHEpa, anropuTM M TWUN KAKOYa, Aajlee 3anojiHUTe CBEAeHUs
o ceptudpmkaTte Ha Bknagke Ceptucpukar. Haxmute kHonky Co3paTh gsist co3gaHms KOHTeliHepa € yKa3aHHbIMU
napameTpamu.

18:41 aill ol (=W 83 18:41 aill ol () 82

@ CoszpaHune Kntouesoro KoHTenHepa @ CoszpaHune Kntouesoro KoHTenHepa
KoHTeiiHep CepTudmkar KoHTeiiHep CepTudmkar

Tun KoHTelHepa: O6uiee nms (CN):
HDIMAGE 4 User

MMs KoHTeilHepa: ®amunus (SURENAME):
cont1

ANIrOpUTM KJtova: OtuectBo (GIVENNAME):

FOCT P 34.10-2001

Tun kntova:

() kntoy nognucu

HonxHocTb (T):

@ «nrou noanucy v obmeHa Opranusauus (0):

Acme
Moppa3zgenexue (OU):

CepwiiHblit Homep (SERIALNUMBER):

E-mail (E):

Pucyrok 6. CozgaHue kito4eBOro koHTeliHepa

MNpn co3paHun KOHTeliHEpa U reHepauuy KaO4a OTKPOETCSl OKHO FeHepauun HayasbHON MoCAefoBaTENLHOCTY
ACYH ¢ nomowbto buonoruyeckoro ACYH (cm. puc. 7). [ns reHepaunm ciayyaiiHoii nociefoBaTeNbHOCTN HaXUMaiTe
Ha 3KpaH Jo 3aBepenus pabotel JCH.

Mo okoHuaHun dopMuUpoBaHMs CiydaliHOl nociefoBaTesbHOCTU OTKpoeTcs okHo Beoga [MH Ha poctyn K
K04y CO34aBaeMoro koHTeliHepa (cm. puc. 8). Beegute nuH-koa v noaTBepanUTE €ro MOBTOPHLIM BBOAOM, 3aTEM
HaxxmuTe kKHonky OK. CosgaHHblii KOHTeliHep NOsSIBUTCA B cnnucke xpaHunuwa Jlndxble MNavenu ynpasnequs.
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18:42 La il il (== 82

NPrHU pY v

Kpunto-lpo CSP

Crypto-Pro GOST R 34.10-2001 KC1 CSP 3anpaiwmuBaeT
CBOWCTBa ayTeHTUdUKALMN B KOHTeHepe. KoHTelHep:
cont1

Buonornyeckuii AaTumk cnyyvaiHbIx Yncen.
Ha)kumaiite Ha aKpaH, MoKa Koy He 6yAeT co3paH.

MuH-kopa:

MopTeepaeHNe: *++

Ok OTmeHa

OTmeHa

Pucynok 7. OkHo buonoruyeckoro ACH PucyHok 8. YcTaHoBKa NMMH-KOZA Ha AOCTYN K KIOYY
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2.5.2 KonunpoBaHue KNO4EBOro KoHTelHepa

[ns konupoBaHWs KIHOHEBOrO KOHTeliHepa B KOHTEKCTHOM MeHto [laHenu ynpaeneHus sbibepute Co3gaTh
K04eBOi koHTeliHep. OTkpoeTcs okHO «KonupoBaHue kntodesoro koHTeiiHepa» (cm. puc. 9). Mo kHonke !
BbIDEpUTE B XpaHWNLLE YCTPONCTBA KOHTEAHEP, KOTOPbLI Bbl XOTUTE CKOMMPOBaTL, U HaxkmuTe KHonky KonuposaTts.
Ecnu Ha gocTyn K KOHTeliHepy yCTaHOBMEH MUH-KOA, TO OH byaeT 3anpoweH. BeeanTte nuH-koa v HakMumTe KHOMKY
OK. CkonupoBaHHbIi KOHTERHEP NOABUTCS B Chucke xpaHununwa Jlnduble MNaHenu ynpasnexus.

18:57 il ol (mm) 78
@ KonunposaHue KoHTenHepa

KoHTelHep:

PuncyHok 9. KonvpoBaHue kito4eBOro KoHTeliHepa
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2.5.3 VYpaneHwune kKNO4YEBOro KoHTeWHepa

[ns ynaneHus koHTeiiHepa oTkpoiiTe [aHens ynpasiaeHns U JONTMM HaXkaTUeM BblbepnuTe KOHTEAHEP, KOTOPbIT

Bbl xoTuTe yaanuTb. OTKPOETCS MeHIo feiicTeuii c KoTeiliHepom. Haxmute Ha kronky © . OTkpoercsi okHo
NOATBEPXKAEHUS yAANEHUs KOHTeliHepa, HaxxmuTe kHonky OK (cm. puc. 10).

18:48 Lal dill il (Em 80

Vv
ums BNALENEL]

cont2 SN=User, CN=cont2, C=RU, O=A...

MpomexyTouHble YL (0)

KopHeBble YL (18)
Appecartbi (0)

BHumanme

Bbl gencTeuTenbHO XOTUTe
yAanuTb KOHTeHep cont1?

OTmeHa OK

©
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2.5.4 CospaHue uenoykun ceptudmnkaTos

[na cospanuna uenodkm cepTudmkaTos oTKpoliTe [laHenb ynpaBneHuss W AOArMM HaxaTueM BbibepuTe
KOHTEMHep ¢ cepTudnkaTtom, Aas KOTOPOro Bbl XOTUTE MOCTPOUTL Lenodky. Haxmute Ha kHonky “~. OTkpoeTcs
okHo «Llenouyka ceptucbukatoB». [Mpu HeobXOAUMOCTM NPOBEPKM MOCTPOEHHONR LEMOYKM ycTaHoBMTE dhnar B
cooTeeTcTBytollee none. Haxxmute kHonky MocTponTb, B Ciydae yCnewWwHOro BbINOAHEHMS ONepaLvn NOCTPOeHHas
Lenoyka cepTnnkaToB 0TobpasuTbest B okHe Huke (cm. puc. 11).

18:48 Lal il il (w80 18:49 La Wl il (w80

v/
nvg BJTAOENEL,
NnuHble (2) cont1 SN=User1, L=Moscow, CN=co...

@ Llenoyka Ceptugukatos

Nwms:

cont2 SN=User, CN=cont2, C=RU, O=A...

MpomexyTouHble YL (0)
KopHeBble YL (18)
Appecartbi (0)

lMocTpoeHHas Leno4ka cep KaToB

#1 SN=User1, L=Moscow, CN=con...

[ Mepopmaums o ceprudurare

CepuitHbiit Homep: DE75D8BD

Bnapgeney;: SN=User1, L=Moscow,
CN=cont1, C=RU, O=CryptoPro

UspaTensb: SN=User1, L=Moscow,
CN=cont1, C=RU, O=CryptoPro

Lienouka cepTUd1KaToB ycreLHo
nocTpoeHa.

Anroputm Kntoya: FOCT P 34.10-2012 (512)
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2.5.5 VYcraHoBka cepTtudmkata B KOHTeliHep

[ns yctaHoBkm cepTudmkata B COOTBETCTBYIOWMWIA €My KoHTeliHep OTKpoiite [laHenb ynpaeneHus u
JOONMM HaxaTmeM Bblbepute Heobxogumblii koHTeliHep. HaxmunTe Ha kHomky . OTkpoeTcsi okHO «YcTaHOBKa
Ceptudpmkatay (cm. puc. 12). Mo kHonke & BbIDEpUTE B XpaHWINLLE YCTPONCTBA cepTudmKaT, KOTopblli HeobxoanMo
YCTaHOBUTL B yKa3aHHbII7I KOHTeI7IHep, N HAaXKMNTE KHOMKY yCTaHOBI/ITb. ECJ'II/I Ha AoCTyn K KOHTeﬁHepy YCTaHOBNEH

MUH-KOA, TO OH bygeT 3anpoweH. BeegnTe nuH-kog n Haxmute kHonky OK. B cnyuae ycnewHoro BbinonHeHus
onepauuun JaHHble O cepTucbukaTe B KOHTeliHepe obHOBsTCA B [MaHenn ynpaenexus.

18:48 il ol (80 18:57 il ol 78
@ YctaHoeka Ceptugukarta

Vv
nme BNALENEL, XpaHunuuwe: JinyHble

[+ Bbi6path daitn
cont2 SN=User, CN=cont2, C=RU, O=A...

/storage/sdcard0/cert/testuser2cert a
MpomexyTouHble YL (0) ' :
KopHeBsble YL (18)

Appecartbi (0)

©
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2.5.6 YcraHoBka cepTudpmkaTa B XpaHunuuie

Ons yctanosku ceptucpukata B xpaHuwiumwe ([Mpomexyrtounsie VL, Kopuesbie YU unu Appecatsl) B
KOHTEKCTHOM MeHto [lanenn ynpasneHus Boibepute YcTaHoButb ceptucpukaT. OTkpoetcss okHo «KonuposaHue
K/tOYEBOrO KoHTeliHepa» (cm. puc. 13). [Mo kHonke & BbiDepUTE B XpaHuauwe YCTpoiicTBa cepTudmkar,
KOTOPbIi HEOBXOLMMO YCTaHOBUTL B ykasaHHoe xpaHuiuuwie (none ViMs 3anonHutcs aBTomMaTuyeckn nocie Bbibopa
cepTudprkaTta) n HaXXMUTE KHOMKY YCTAHOBUTb. YCTaHOBNEHHbI cepTudmrKaT

18:57 aill ol () 78 18:57 Sl () 78

@ YctaHoBka CepTudukara @ Manenb YnpaeneHus

XpaHunuuwe: AgpecaTtbl nmA BNALOENEL,
)
(

testuser2cert.cer 1
e ' MpomexyTouHble YL (0)

[/ Bbi6paTb daitn ]

KopHeBble YL| (18)
/storage/sdcard0/cert/testuser2cert a
Appecartbi (1)

testuser2.. C=RU, CN=testuser2, EMAILADD...

auus o ceptudukarte

Tun xpanunuwa: BKS

CepuitHbiit Homep: 120025530149C76C4151C88D15
000000255301

Bnapgeney;: C=RU, CN=testuser2,
EMAILADDRESS=testuser2@crypto |
pro.ru

UspaTensb: CN=CRYPTO-PRO Test Center 2,
0=CRYPTO-PRO LLC, L=Moscow,
C=RU,
EMAILADDRESS=support@cryptop
ro.ru

DenctButeneH c: 31 AHB. 2018 16:49:03

[MeiictButeneH no: 30 anp. 2018 16:59:03

Anronutm vmnua TOCT P 24 10-2012 (25A)
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